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C KaXIbIM T'OJOM MOJIOJCKH B MHTEPHETE CTAHOBUTHLCS OOJbIIE, a MIKOJIBHUKH OIHH W3
caMbIX aKTHBHBIX IOJb30BaTesei PyHera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTCH, HHTCPHET HECET W MpoOJIeMbl. DTa TaMsATKa JOJDKHA IIOMOYb TeOe
0€30IMacHO HaXOQUTHLCS B CETH.

KommbroTepHsie BUpYChI

KoMmmbroTepHblid BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTpamM, OTIUYUTEIbHON
0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CIOCOOHOCTh K pa3MHOXKEHHUIO. B nomonmHeHue kK 3Tomy,
BUPYChl MOTYT TOBPEAWTh WM TMOJHOCTbIO YHUYTOXHUTH Bce (halabl U JIaHHBIE,
MOJIKOHTPOJIbHBIE TI0JIb30BATENIO, OT HMEHHM KOTOpOro Obula 3amylleHa 3apakEHHas
MporpaMma, a TakXe MOBPEIUTh WK JaXKEe YHUUYTOKUTH OMEPAIMOHHYIO CUCTEMY CO BCEMU
¢aiinamu B 11e710M. B O0NBIIMHCTBE ClTydaeB paclpOCTPAHIIOTCS BUPYCHl Yepe3 UHTEPHET.

MGTOI[BI 3aI0UThI OT BpCAOHOCHLBIX ITPOrpaMm:

1. HCHOJ’IBSYIZ COBPCMCHHBIC OIICPAIIMOHHBIC CHCTCMbI, HMCIOIINUC Cepbé?)Hblf/'I YPOBCHB
3alIUTHI OT BPCAOHOCHBIX IIPOTI'PAMM;,

2. IloctossHHO ycTaHaBiuMBail mnayTd (UUM(POBBIE 3allJIaTKH, KOTOPHIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C IMEJIbI0 JOpaOTKM MPOrpamMMbl) W Apyrue OOHOBJIEHHUS CBOEH
ornepanoHHo cucreMbl. CkaunBail MX TOJBKO ¢ OPUIMAIBHOTO caiita pazpadotunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTUYECKOTO OOHOBJIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMITIBIOTEPE MO/ IIPaBaMU MOJIb30BATENA, & HE AIMUHUCTPATOPA. ITO
HE TIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HWHCTAUIMPOBATBCI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE TPOTpaMMHBIC IMPOMYKTHI HM3BECTHBIX ITPOM3BOJUTENCH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannub GU3NYECKUN JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIUIL;

6. Ucnonp3yit BHEIIHWE HOCUTENM MH(POpPMAIlUU, TaKhe Kak Quienika, TUcK win (aitn u3
WHTEpHETA, TOIBKO U3 TPO(PEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBbIE (DalIIbl, MOTYYEHHBbIE U3 HEHAAEKHBIX UCTOYHUKOB. [laxe
Te (hailsibl, KOTOPBIE MPHUCIIAT TBOM 3HAaKOMBIN. Jlydllle yTOYHU y HETO, OTIPABIISII JIU OH Te0e
UX.

Ceru WI-FI

Wi-Fi - 5T0 He Buj mepenauu JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb Opena, mapka. Eie B
1991 rony Huaepnanjackas kommnanus 3apeructpupoBaia opens « WECA», uro o603Ha4aio
cnoBocoueranne «Wireless Fidelity», koTopbrii mnepeBoguTcss Kak «OecrpoBOIHAS
TOYHOCTb.



Jlo Hamero BpeMeHHM Jomnuia apyras abOpeBuaTypa, KOTOpas SBISIETCS TakoW ke
TexHojorue. Ito ab6pesuarypa «Wi-Fi». Takoe HazBaHue OBLJIO JaHO C HAMEKOM Ha
CTaHAApT BBICIIMK 3BYyKOBOM TexHuku Hi-Fi, 9T0 B mepeBoie o03HaYaeT «BBICOKAs
TOYHOCTb.

Jla, OecrutaTHBIA WHTEPHET-IOCTYII B Kade, OTeNsIX M a’poropTax SBISCTCS OTIMYHON
BO3MOYKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO OOIIETOCTYITHBIC
Wi-Fi cetu HE ABISIOTCS 0€30MaCHBIMU.

CoBeTbl 110 6€301acHOCTH paboTe B O0IIEAOCTYIIHBIX ceTsx Wi-fi:

1. He nepenagaii cBoto JinuHyto uHbopmanuio yepes odmenaocrynusie Wi-Fi cetu. PaboTas
B HUX, JKeJIaTeJIHHO HEe BBOJIUTH MAPOJIM JOCTYIA, JIOTHHBI U KaKHUe-TO HOMEPa;

2. Ucnonb3yit 1 OOHOBISIH aHTHBHPYCHBIE MpOTpaMMbl W OpaHamayep. TemM caMbIM Tbl
oOe3onacuilb ceds OT 3aKaYKU BUpPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢yHkinuoo «OO0mmit goctyn kK dainaM u
npuHTepam». JlaHHas QyHKIMS 3aKphIiTa MO YMOJIYAHUIO, OJTHAKO HEKOTOPHIE MOJIh30BaTEIN
aKTUBHUPYIOT €€ /Il y100CTBa UCTIOIh30BaHUsI B paboTe Uiu yueoe;

4. He ucnonp3yii myomnunbii WI-F1 s nepenaun muyHbIX JaHHBIX, HAIPUMEDP JUJISL BBIXOJA
B COLIMAJIBHBIE CETU WIH B 3JIEKTPOHHYIO II0UTY;

5. Unonw3y#t Tonpko 3amuiienHoe coenunenne yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-azipeca BBOAU UMEHHO «https://»;

6. B MmoOunsHOoM Tenedone otkmoun pyHkuuo «lloakmouenue k Wi-Fi aBroMatuueckn.
He nomyckaii aBTOMaTH4EeCKOTo MOAKIIOYEHHUs ycTpoiicTBa K cersiMm Wi-Fi 6e3 TBoero
corjacusi.

ConnaibpHBIE CETH

CornuanbHbIe CETH aKTHBHO BXOMSAT B HAIy JKW3HB, MHOTHE JIFOIA PA0OTAIOT M KUBYT TaM
mocTosiHHO, a B Facebook yxe 3apeructpupoBaH MUJUIMAp] YEJIOBEK, YTO SIBJISIETCS OJHOM
CeIbMOM BCEX KHUTENEH TaHeThl. MHOTHE TIOJIb30BaTEIM HE TOHUMAIOT, 4TO UH(pOpMAIIHS,
pa3MeIleHHass MUMU B COIMAJIbHBIX CETAX, MOXKET OBbITh HaiieHa W HCIOJb30BaHA KEM
YTOJHO, B TOM YHCIIE HE 00s13aTENIbHO C OJIaruMU HAMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E30IMTACHOCTH B COIIMAIBHBIX CETAX:

1. Orpannds CIUCOK Apy3eid. Y Te0s B IPYy3bAX HE JOJKHO OBITh CITy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuiiaii cBOrO yacTHYIo ku3Hb. He yka3piBail maposu, TenedoHsl, agpeca, 1aTy TBOETO
POXKJIEHUS U IPYTYIO JUYHYIO HHPOpMaALKIO. 3II0YMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh J1aXKe
MH(GOPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KaHUKYJIbI;



3. 3amuinail CBOK penyTanuio - IEpkKU €€ B UUCTOTE U 3a7aBail ceOe BOMPOC: XOTEN OBl ThI,
9TOOBI JIpyrye MOJIb30BATEeIM BUIETH, UYTO ThHI 3arpyxaemib? [logymaii, mpexae yeM 4To-To
OMmyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Eciii TBI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAClIb, HE HCIIOJIb3YH CBOE pEeabHOE UM U
APYTYIO JIMYHYIO UH(OPMAIMU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eObl U MPOYEE;

5. U3beraii pasmemenus ¢ororpaduii B8 UHTEpHETE, T/Ie THI M300paykKeH Ha MECTHOCTH, IO
KOTOPOI MOXKHO ONPEACIUTh TBOS MECTOIOJIOKEHHE;

6. Ilpu peructpanuu B COIUATIBHOM CETH HEOOXOIUMO HCIIOJIb30BATHh CIIOXKHBIE MApOJIH,
cocTosiue u3 OyKB U IU(dp U ¢ KOJMUYECTBOM 3HAKOB HE MEHEE §;

7. Jisi conuanbHOM CETH, TOYTHI M JPYTHX CAWTOB HEOOXOAMMO HCIIOJIB30BATH Pa3HBIC
naponu. Torga ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT OCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE ICHbIU

DONEeKTPOHHBIE JIEHBIM — 3TO OYEHb YJAOOHBIM CHOCOO IJIaTeXeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIU.

DJIEKTPOHHBIE JEHBIM TOSBUINCH COBCEM HEAABHO M HMMEHHO H3-32 3TOM0 BO MHOTHUX
rocyJIapcTBax /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HUX YK€ MPOMKCAHO B 3aKOHE, TJI€ UX Pa3ACIAIOT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE M1 HE AHOHMMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTODPBIX pa3pelIaeTcs MPOBOJIUTH omepanuu 0e3 HACHTU(PHUKAUWU IO0JIb30BaTENs, a B
HEAHOHHWMHBIX UACHTU(UKALIMU [TOJIb30BATENS SIBISIETCS 00s13aTENbHOM.

Taxke crnemyer pasnnyaTbh SJIEKTPOHHbIE (PUATHBIE JEHBIUW (PaBHBI TOCYJIAPCTBEHHBIM
BaJIFOTAM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO 0€30MacHON PabOTe C NEKTPOHHBIMH JIEHbraMU:

1. TlpuBsku K cueTy MOOWIBHBIN TeneoH. DTO camblii yAOOHBI U OBICTPBIM CHOCOO
BOCCTAHOBUTH JOCTYyN K cuery. [IpuBsizannbiii TenedoH momoxeT, eciu 3alyneiib CBOM
TJIATEKHBIN MApOJIb WY 3alJICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonb3yit ongHopasoBbie maponu. [locie mepexona Ha YCUJIIEHHYIO aBTOpU3AIUI0 TeOe
yKe He Oy/IeT yrpoKaTh OMACHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cioxsbiit mapoiib. [IpectynHukam OyaeT He IpOCTO yrajaaTh CJIOKHBIM MapoJb.
HanexxHble mapoian — 3TO Mapoju, KOTOPbIE COJIEPkKAT HE MEHEe § 3HAKOB M BKJIIOYAIOT B
ce0sl CTpOYHBIC W TPOIMHUCHBIE OYKBBI, TU(PHI U HECKOJBKO CHMBOJIOB, TaKME KaK 3HAK
noJapa, GyHTa, BOCKIUIATENbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.



SHCKTPOHHaSI ITIOHTa

DJIEKTPOHHAS MOYTa — 3TO TEXHOJOTUS U MPEJOCTABISIEMbIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIICHUHN, KOTOPBIE paclpeesastoTCs B KOMITBIOTEPHON CETH.
OOBIYHO  DJIGKTPOHHBIM  TOYTOBBIM  SAIIUK  BBITJSAAT  CICAYIOIMIMM  00pa3oM:
UMs_TIOJB30BATEIA(@UMS_JIoMeHa. Takke KpoMe Iepedadyd IPOCTOTO TEKCTa, HUMEETCs
BO3MOKHOCTH TIepe/1aBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh NpaBWIBHBIA MOYTOBBIM cepBHC. B MHTEpHETE €CTh OIPOMHBIA BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlIe JOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBBIii
B PEUTHHTE;

2. He ykaspiBail B JAMUYHON mouTe JU4yHYI0 HHpopMmaruio. Hampumep, mydiie BbIOpaTh
«My3bIKaNbHBIN _(haHaT@» uim «pok2013» BMecTo «remal3dy;

3. Mcnons3yil ABYX3TAIHYO aBTOPHU3ALMI0. DTO KOrAa IOMUMO IApOJIsi Hy>KHO BBOJUTH KO,
IpucbUIaeMbIi 10 SMS;

4. BeiObepu clOXHBIM Taposib. [l KaXkJI0ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MCIIOJNB3YH 3Ty
BO3MOKHOCTE;

6. Hcnosib3yil HECKOJIBKO TIOYTOBBIX SIIMKOB. IIepBBIM Uil YacTHOM NEPENMUCKH C
azpecaTaMy, KOTOPBIM ThI JOBEPSENIb. DTO AIEKTPOHHBIN apec HE HAJIO0 MCIIOIb30BaTh MPH
perucrpanuu Ha popyMax U cairtax;

7. He oTkpbiBail ¢aityibl U Apyryue BIOXKEHHS B MUChMaX JIa)ke €CJIM OHU MPUIILIH OT TBOUX
npy3ei. Jlyuie yTouHH y HUX, OTHPABJISIIN JIM OHU TeOe 3TU (pailiibl;

8. ITocie okoHUaHUs padOTHI HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKJIAJKH C CAUTOM HE
320y HOKATh Ha « BBIATHY.

KubepOymuiiHT 1iiv BUPTYalIbHOE U37€BATEIbCTBO

KubepOymHr — npeciieloBaHre COOOIICHUSIMHU, COJEPKAIIMMU OCKOPOJICHHSI, arpeCcCHIo,
3aMyTUBaHUEC; XYyJIWTAHCTBO; COIMAIBHOEC OOMKOTUPOBAHHWE C TOMOIIBIO Pa3TUIHBIX
WHTEPHET-CEPBHCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KMOEPOYIUITUHTOM:

1. He Opocatics B 60ii. JIydmmii crioco0: mocoBeTOBaThCA Kak ceOsi BECTU U, €CJIM HET TOT0, K
KOMY MOJKHO OOpaTHTBhCSA, TO BHAJalie YCIIOKOWUTHCS. EciaM Tl Ha4HEIIb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJIEHHS, TO TOJILKO €111e OOJIBITIE Pa30XKKEITh KOHPIUKT;

2. Yupapnsi cBoel kubeppenyTauuei;



3. AHOHMMHOCTH, B ceTH MHUMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJIUTaHCKUN 00pa3 BUPTyaIbHOU Ku3HU. IHTepHET (PUKCUpPYET BCE TBOU
JEUCTBUS U COXPAHSIET UX. Y IANIUTh UX OyAET KpaliHe 3aTPpyIHUTEIBHO;

5. CobGuroail cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupyii equHu4HbId HeratuB. OIHOpa30Bble OCKOPOUTENBHBIE COOOIECHUS JTy4Yllle
urHopupoBaThb. OOBIYHO arpeccHsi MPEeKpalaeTcss Ha HaYaJIbHOM CTa/IHH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COI[MATBHBIX
CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOILIEHU C ONPEIETICHHBIX aJpECOB;

8. Ecmu T1b1 cBugerens kuOepOymimHra. TBow JEHCTBUSA: BBICTYNUTH MPOTHUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACHCTBUS OLICHUBAIOTCS HEraTHUBHO, MOJJEPXKATh
KEPTBY, KOTOPOM HY)KHA IICHXOJIOTHYECKasi IOMOIb, COOOIIUTH B3pPOCIBIM O (hakTe
arpeCCUBHOIO MOBEACHUS B CETH.

MoOuinbHbI# Tenedon

CoBpemenHble cMapT(HOHBI U TUIAHLIETHI COJEPKAT B c€0€ BIIOJIIHE B3POCIbIN (DYHKIIMOHAT, U
TENepb OHU MOTYT KOHKYpUPOBAaTh CO CTAllMOHAPHBIMM KOMIIboTEpamMu. OJHAKO, CPEICTB
3aIUTHI 715 IOAOOHBIX YCTPOMCTB MOKA OYEHb Maso. TeCTUPOBAHUE U MOUCK YA3BUMOCTEN
B HUX IPOUCXOJUT HE TaK MHTEHCHUBHO, Kak /g [IK, To ke camoe kacaercs U MOOMIIBHBIX
MIPUIIOKECHUM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHUYECKH JOTHAIM HACTOJLHBIC aHAJIOTH,
OJIHAKO pacliupeHue (yHKIHMOHAIa BJEYET 3a CO00M OOMBIIYIO CIIOXKHOCTh U MEHBIIYIO
3aIUIICHHOCTb.

Jlaneko He BcCe MPOU3BOAMTEIM BBITYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPUTHUYECKHUE
YA3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JI 0€30MTaCHOCTH MOOUIILHOTO TesiedoHa:

1. Hudero He sBisieTcs Tmo-HaAcTosmieMy OecruiaTHbIM. bynb ocTopokeH, Benb Korja Teoe
npejyiararoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;

2. dymaii, npexzae ueM otnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEIb, TI€ OHU OyIyT
B KOHEYHOM HTOrE?

3. Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;
4. Ucnionb3yit aHTUBUPYCHBIE IPOrPaMMBI JUIsl MOOMIIBHBIX Telle(hOHOB;

5. He 3arpyxail NMpuIO)K€HUSI OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT COAEPHKATh
BPEJOHOCHOE MPOrpPaMMHOE 00ECIIEUCHHUE;



6. Ilociae Toro kak Thl BBIMIEHIb C CaiiTa, I/I€ BBOAWI JUYHYIO HH(POpPMAIHMIO, 3aiIu B
HacTpoiku Opay3epa u yaaim cookies;

7. IlepponuecKku IPOBEPSN KAKKE IUIATHBIE YCIIYTM aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOi1 HOMEp MOOUIBLHOTO TelePOHA TOIBKO JIIOJIAM, KOTOPBIX THI 3HACIIb U KOMY
JOBEpsICIIb;

9. Bluetooth momkeH ObITH BBIKJIFOUEH, KOT/Ia Thl UM HE Tojb3yelibes. He 3a0biBaii nHor 12
MPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJAUH-UIPBI - OTO KpPAacOYHbIC, 3axXBaTbIBAIOIIHAE pPa3BIICYECHUS,
OOBEIMHAIOIINE COTHU ThICSIY YEJIOBEK 10 BCeMy MHpy. Mrpoku HcciaeayroT JaHHBIA UM
MHUp, OOIIAIOTCS APYT C JPYrOM, BBIIIOJHAIOT 33JaHUs, CPakaloTCsd C MOHCTpaMU H
MOJIy4YaloT OMBIT. 3@ yJOBOJIbCTBUE OHU IUIATAT: MOKYNAIOT JUCK, OIUIAUYMBAIOT a0OHEMEHT
WJIM IPUOOPETAIOT KAKHE-TO OILIMH.

Bce atu cpencTBa uayT Ha NOAJEPKAHUE U Pa3BUTHE UIPHI, @ TAKXKE HA caMy O€30IacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMBI ABTOPHU3ALIMM, BBITYCKAIOTCS HOBBIE martuu (UU(pOBBIE
3aIUIaTKU IS IPOrPaMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXKH TBOCTO
ImapoJrsi, Ha KOTOpOM OCHOBAHA CHUCTCMa aBTOPHU3alU OOJBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1. Ecnu npyroit urpok BeAeT ceOsl MI0X0 MM CO3/IaeT Te0e HEeMPUATHOCTH, 3a0JI0KUPYH €ro
B CITHCKE UTPOKOB;

2. Iloxanyiicss aIMUHUCTPATOPAM WIPBl HA IUIOXOE MOBEICHHUE TOTO UTPOKA, KEIATEIBHO
IIPUJIOKUTH KAKUE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

3. He yxa3biBaiil inuHy0 nHGOpMaLKio B Ipodailie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuimaabHbIe TaTYU U MOJIBI;

6. Mcronb3yil Cl10KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxe BO BpeMsl UIPbl HE CTOUT OTKIOYaTh aHTUBHMpyC. [loka Tel urpaems, TBOU
KOMITIBIOTEP MOT'YT 3apa3uTh.

DUImUHT UIn Kpaxa JIMYHLIX JaHHBIX

OOBIYHOI Kpaxkel JIeHer U JOKYMEHTOB CErOJHS YK€ HUKOTO HE YJIMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUNA 3JIOYMBIIUICHHUKA NEPEMECTWIINCh B HHTEPHET, U MPOAOJIKAIOT
3aHUMATBCS «JTFOOUMBIMY JETIOM.



Tax mosiBUnIach HOBasi yrposa: MHTEPHET-MOLICHHHYECTBA WM (DHUILMHT, TJIaBHAs IIEJb
KOTOPOTO COCTOUT B MOJYYECHUH KOHPHUACHINATBHBIX JaHHBIX MOJIb30BATEICi — JIOTUHOB U
naposeit. Ha anrmuiickom si3pike phishing unraercs kak ¢umuar (ot fishing — poibnas
JIOBJIs, password — mapoJinb).

OcCHOBHBIE COBETHI 110 60PHOE C PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI moio3peBaelib, 4To TBOSI aHKETa ObLla B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKMPOBATH €€ M COOOIIMTH aAMHHHCTpATOpaM pecypca 00 3TOM Kak
MOJKHO CKOpee;

2. Ucnonw3yii 6e30macHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHOB M IOMCKOBBIX
CHCTEM;

3. HWcnonw3yil cloxHbIE W pa3Hble maposu. Takum oOpa3zoMm, eciud TeOs B3JIOMAlOT, TO
3JIOYMBITTUICHHUKY TIOJIy9aT JOCTYIT TOJBKO K OJHOMY TBOEMY MPO(HMIIO B CETH, a HE KO
BCEM;

4. Ecou t1e0s B370Maiu, TO HEOOXOJUMO MPEIYyNpPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
n00aBJIeHBl y TeOS B APY3bSAX, O TOM, YTO TEOS B3JIOMaJIU W, BO3MOXHO, OT TBOETO MMEHHU
OyJIeT pacchlIaThCsl CllaM U CChUIKM Ha (DUIIIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOWIBHBIN TenedoH;
6. OTKIIIOUYM COXpaHEHHE MapoJid B Opaysepe;

7. He otkpsiBail (ailsibl U Apyrue BIOKEHHUS B MUChbMax JaXXe €CJIM OHU MPHUIILIU OT TBOMX
npyseit. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (ailiibl.

[udposas penyrauus

HudpoBas penyrauust - 3TO HETaTUBHAs WM TO3UTUBHAsg HMH(OpManus B ceTh O Teoe.
Kommnpomerupyromas undopmaius pasMelieHHas B MHTEPHETE MOXKET CEPhe3HbIM 00pa3zomM
OTpa3uThCs Ha TBOEW peanbHOM »xu3HU. «L{udposas penmyramus» - 3TO TBOM HMHIIK,
KOTOpbIN hopmupyeTcst u3 nHpopmaiuu o Tede B MHTEPHETE.

TBoe MecTo KUTENbCTBa, y4eObl, TBO€ (DMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKATIMBAETCS B CETH.

MHorue noapoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAIMU JUYHOM WHOpMalnuu B
HNuTepHeTre, HE TOHMMAs BO3MOXKHBIX ITOCIEACTBUU. Thl AK€ HE CMOXEIIb JOTafaTbCsi O
TOM, 4TO (hoTorpadus, pasmMelieHHas 5 JIeT Ha3aJl, cTajla MPUYUHONW OTKa3a MPHHSATH TeOs Ha
paoory.

KommenTapuu, pasmenienne TBoux (otorpaduii U Apyrue IeUCTBHS MOTYT HE MCUYE3HYTh
JlaXxke MocJie TOTO, KaK Thl UX YJaaullb. Thl HE 3HAClIb, KTO COXPaHWI ATy UH(POpPMAIHIO,
II0I1aja JIM OHA B MOUCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a TJIABHOE: YTO NOAYMAIOT O
Te0e OKpy’Karollee JIF0M, KOTOpble HAWAYT U yBUASAT 3T0. Halitu mHdopmManuo MHOTO JeT



CICTSl CMOJKET JII000#l - Kak U3 NOOpBIX MOOYXKIACHHM, TaK U C HAMEPEHHEM MPUYUHUTH
Bpea. DTO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(GPOBOH peryTalUu:

1. Tlomymai, mpexae 4eM 4YTo-TO MyOJWKOBaTh W TepefaBaTh y ceOs B Ojore wid B
COLIMAJIBHOM CETH;

2. B nactpoiikax npoduis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOErO MPOQPMIS U €ro
COZIEPKUMOT0, CZIETAll €ro TOJIBKO I APY3€ei»;

3. He pa3memaii 1 He yka3bIBail HHPOPMAIIHIO, KOTOPAst MOKET KOTO-TMO0 OCKOPOJIATh WITH
0OMXaTh.

ABTOpCKOE TIPaBO

CoBpeMeHHbIE NIKOJIbHUKH- aKTUBHBIC MOJIL30BATENM HUQPPOBOro mnpoctpaHcTBa. OHAKO
JaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTHMHU BO3MOXKHOCTSIMHU IIM(PpPOBOrOo Mupa
TpedyeT coO0IeHUs MTPaB Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIUIEKTyallbHasi COOCTBEHHOCTH» OTHOCUTCSI K pa3JIMYHBIM TBOPECHUSIM
YeJIOBEUECKOr0 yMma, HayuHasi C HOBBIX U300pETeHM U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHl W YCIYTM , W 3aKaH4YMBasi KHUTamu, Qortorpadusmu,
KUHO(MUIBMAMHU U MY3bIKQJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO NIpaBa Ha MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha IMPOMU3BEICHUS
HayKH, JUTEPATYpPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAYECTBE TapaHTUH TOTO,
YTO HWHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HalpacHbIM, JacT €My
CIpaBEUIMBbBIE BO3MOXHOCTH 3apa0oTaTh Ha pe3yJbTaTaX CBOEro TpyJa, IOJYyYUTh
M3BECTHOCTh U Npu3HaHue. Hukro 0e3 paspelieHus: aBTopa HE MOKET BOCIPOU3BOAUTH €r0
MPOU3BENIEHUE, PACTIPOCTPAHSITD, yOJUYHO JEMOHCTPUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATH,
ycKaTh B MPOKAT, IIyOJIMYHO UCHIOJHSATH, IOKAa3bIBATH/UCIIOJIHATD B 3()Upe UM pa3MellaTh B
WNHurepHere.

Hcnonb3oBaHue «UPATCKOro» MPOTPaMMHOTO OOECIEUEHUs] MOXKET MPUBECTH K MHOTHM
pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaMm JI0 OJJOKUPOBKH TBOETO yCTPOWCTBA, IJe
YCTAHOBJICHHBIM HE JieralibHas mporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHbIe ¥ O€CIUIaTHBIE MPOrPaMMBbl, KOTOPhIE MOYKHO HAWTH B CETH.

O noprane

CereBUYOK.p( - TBOM IJTABHBIM COBETYHK B CETH. 37CCh ThI MOXKEITh y3HATH O OC30MaCHOCTH
B CETH TOHATHBIM W JOCTYIHBIM SI3IKOM, a TP BO3HUKHOBEHHHM KPUTHYECKOW CHUTYaIlHH
00paTUTBCS 32 COBETOM. A TaK)Ke MPUHATHh YJaCTHE B KOHKYPCaX M CTaTh CaMbIM ITU(PPOBBIM
rpaxxa1aHuHOM !



